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Abstract – A test tool for Langton's ant-based 

algorithms is created. Among other things, it can 

create test files for the NIST-Statistical-Test-Suite. 

The test tool is used to investigate the invertibility, 

ring formation and randomness of 7 created models 

which are extensions of Langton’s ant. The models are 

examined to possibly use them as pseudo-random 

generator (PRG) or block cipher. All models use 

memories which are based on tori. This property is 

central, because this is how rings are formed in the 

first place and in addition the behavior of all models 

at the physical boundaries of the memory is clearly 

defined in this way. The different models have special 

properties which are also investigated. These include 

variable color sets, discrete convolution, 

multidimensionality, and the use of multiple ants, 

which are arranged fractal hierarchically and influence 

each other. The extensions convolution, 

multidimensional scalable and multidimensional 

scalable fractal ant colony are presented here for the 

first time. It is shown that well-chosen color sets and 

high-dimensional tori are particularly well suited as a 

basis for Langton's ant based PRGs. In addition, it is 

shown that a block cipher can be generated on this 

basis. 

 

I. Definition of ring and lasso 
Here ring stands for an arrangement of states, objects, 

properties, or variables according to a circle in graph 

theory. Each element of a ring has an in-ring 

predecessor and successor. It is important that from 

each element, its predecessor and successor can be 

reached. Elements of a ring can have additionally 

elements outside of the ring as predecessors. A ring 

has a defined forward and backward direction. A lasso 

consists of a ring and a finite number of additional 

elements which belong to no ring. The additional 

elements are related to the ring in such a way that they 

lead to the ring in forward direction. This is 

demonstrated in Fig. 1. 

 

Fig. 1: Ring and lasso 

Rings are detected by matching the initial memory 

with memories of the following steps. Therefore, 

mostly only parts of rings are recognized because the 

state of the read/write head is not considered. 

II. Introduction 
In this research project, algorithms are being tested 

that are based on Langton's ant and can potentially be 

used for cryptographic purposes. This ant was 

discovered in 1986 by the theoretical biologist 

Christopher Langton [1]. This idea is combined with 

multidimensional tori to circumvent the problem of an 

infinitely large memory on the one hand and to 

improve the ant’s behavior for cryptographic purposes 

on the other. The very popular variant of the ant with 

several colors is examined, but also models that use 

convolution. An ant is developed that can be used on 

tori of any dimension and size. In addition, this 

multidimensional ant is combined with a fractal 

hierarchy inspired by the Menger sponge, which was 

first described by Karl Menger in 1926 [2]. All created 
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models are tested for invertibility, ring formations and 

randomness. A ring is created when the ant cyclically 

restores the initial memory after a fixed number of 

steps. Invertibility means that the ant executes 𝑥 steps 

on any memory, then is reversed and after another 𝑥 

steps, restores the original memory state. These 2 

characteristics are so closely related that either both 

apply, or both do not apply, if enough steps are used. 

This means that if even 1 lasso can be detected, the ant 

is not invertible in all cases. If no ring is produced, it 

means that a lasso has been created, which means that 

an inversion is not possible in all cases. Large ring 

sizes are particularly interesting. The problem here is 

that the ring sizes on a memory vary depending on the 

memory and the state of the ant. For this to be suitable 

for a PRG or cipher the pseudo-randomness must also 

be examined. The NIST-Statistical-Test-Suite [3] is 

used for this purpose. 

III. Models 
All models use tori as memory. Fig. 2 shows the 

transformation of a surface to a torus. In the process, 

all opposite outer edges are joined together. This 

represents only the logical thought, because only a 

function is added to the surface, which adapts the 

movement of the read/write head to the torus when 

crossing the edge of the surface. This is also possible 

with higher dimensional structures. Thus, a 

multidimensional torus can also be created from a 

cube, tesseract, or any higher dimensional hypercube. 

A memory in this form also has the advantage that it 

can be represented by a simple array and a function 

that converts a coordinate into an index.  

 

Fig. 2: Surface, tube, and torus 

Source: 

https://de.wikipedia.org/wiki/Torus#/media/Datei:To

rus_from_rectangle.gif 

Ant2D – This model is the implementation of the 

classical Langton’s ant. The memory consists only of 

0s and 1s. A step consists of 3 actions, turn, recolor, 

and forward. Turn rotates the read/write head 

counterclockwise when a 0 is detected and clockwise 

when a 1 is detected. Recolor writes a 0 into the 

memory if a 1 has been read in, otherwise 1 is written 

into the memory. In this model, the inversion was tried 

for the first time. The most interesting thing is that this 

model can be inverted differently than most others. 

Here, the inversion is implemented by rotating the 

read/write head by 180° and moving 1 step forward. 

Then the normal step-function can be used. 

Ant2DMC – This model is an extension of Ant2D and 

adds a multi color set. This means that it is possible to 

specify how many different symbols can appear in the 

memory and which directional decision should be 

made for each symbol. A 0 in the color set stands for 

counterclockwise rotation and a 1 for clockwise 

rotation. The recoloring of a value in memory is now 

based on the increase by 1 modulo color set size. 

Inversion of this model is based on the inversion of 

Ant2D. In addition, the recolor-function is inverted 

and the color set, which is a ring, is shifted 1 to the 

right and then inverted. 

Ant2DConv – This model is an extension of Ant2D 

and adds discrete convolution. This means that a fixed 

number of the last read values are stored in an 

additional memory. The turn-function is no longer 

based only on the currently read value, but on the x 

last read values. To do this, the sum of these values is 

formed and then the read/write head is turned 

counterclockwise if this is even, and clockwise if this 

is odd. The initial content of the additional memory 

must be defined. Because it was found that adding 

convolution results in inversion not being possible in 

all cases, and no consistent way is known to perform 

inversion in such invertible cases, it is not 

implemented. 

Ant3D – The state of the read/write head is now 

represented by a front direction, an up direction, and 

the position. Because Langton's ant on 2-dimensional 

surfaces can always select both directions on the axis 

that is not currently being looked at, this behavior is 

now adapted for 3-dimensional space so that it can be 

rotated in all directions that are not on the axis in the 

direction of gaze. However, so that the direction 

selection also depends on the rotation of the read/write 

head around the axis of its assumed viewing direction, 

the up direction is stored. If we know where front and 

up are, we can always calculate in 3-dimensional 

space the cardinal direction which corresponds to up, 

right, down, and left for us. The 4 symbols 0, 1, 2 and 

3 can appear in the memory. 0 corresponds to up, 1 to 

the right, 2 to down and 3 to the left. The recoloring 
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works the same way as with Ant2DMC. Here inverting 

is done by implementing the counterpart of a step. 

This means that functions step, recolor, turn, and 

forward need an inverse. Heiko Hamann also 

interpreted that Langton's ant uses 4 colors in 3-

dimensional space [4]. 

Ant – The position is stored, as well as the direction 

and a ring in which all dimensions occur once. The 

direction corresponds to 1 or −1, depending on the 

direction of the current axis. The dimension with 

index 0 represents the axis of the viewing direction. 

The order of the dimensions now represents the 

rotation around the axis of the viewing direction. The 

turn-function permutes the ring of dimensions and can 

invert direction. The memory can contain 2 ·

 (𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛𝑠 − 1) different symbols and therefore 

the turn-function can change the direction in that 

many directions. The symbols are codes that indicate 

the index of a dimension and a possible inversion of 

the direction. It is checked whether the read value is 

greater than 𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛𝑠 − 2. If this is the case, it 

means that the direction is to be inverted. In addition, 

the value read in is then reduced by 𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛𝑠 − 1. 

In both cases, this value is now increased by 1 and is 

used as an index for the new dimension from the ring 

of dimensions. The dimension currently found under 

the given index is now placed at index 0 and all other 

dimensions are added to the ring in the existing order 

starting with the dimension previously found at index 

0. If an inversion of the direction is to be made, first 

the direction-variable is multiplied by −1. Then the 

order of the ring of dimensions is inverted and finally 

shifted until the dimension, that was at index 0 before 

the inversion took place, is at index 0 again. The 

recoloring works as explained at Ant2DMC. Higher 

dimensions are suitable for extremely increasing the 

minimum size of the rings produced by this model. In 

order, to let this model do backward steps, inverse 

versions of all functions, which are necessary for a 

step, were implemented. 

FractalAnt – This is an extension of Ant. The main ant 

is now understood as the queen including its entire 

colony in a hierarchical tree structure. Almost all 

commands, such as read, write, or step, are 

communicated to the queen. The queen herself 

executes the command and then passes the command 

down a hierarchical level, which then does the same. 

Afterwards, the memories of the lowest level up to the 

queen are updated, whereby now also the ant 1 

hierarchical level higher, is influenced by the ant 1 

hierarchical level lower. Each ant has its own memory, 

but only the lowest hierarchical level contains the 

data. Thereby the write-function splits the memory 

and distributes it to all children and the read-function 

reassembles it. Let us assume a colony with 3 

hierarchical levels and that each ant has a 3-

dimensional memory of 3 · 3 · 3 cells. Now each ant 

that does not belong to the lowest hierarchical level 

has 27 children. To represent this with cubes, a total 

number of 27³ small cubes are needed, where a large 

cube consists of 27 medium cubes, which consist of 

27 of the small cubes. The memory of a parent stores 

the first entry in the memory of a child in the 

corresponding memory cell of its own memory. If a 

parent now uses recolor, all memory cells of the child 

that belongs to the recolored memory cell and its 

children, grandchildren and so on will also be 

completely recolored. Most of the functions of Ant are 

overwritten, because a subdimension is now used 

instead of the dimension. Because the memory is 

administered uniformly by test functions, the number 

of the dimension must correspond now to 

𝑠𝑢𝑏𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛𝑠 · (𝑑𝑒𝑝𝑡ℎ + 1). Here depth 

corresponds to the number of hierarchical levels −1. 

This allows to use not only cubes, as in the example, 

but also squares, tesseracts and any other 

multidimensional hypercubes. These are again to be 

understood as tori. Because there was a bug in the 

implementation when the tests on FractalAnt took 

place, the test results of this model must be viewed 

with caution. This model goes backwards when 

inverted and the hierarchical interactions are also 

inverted here. 

IV. Test tool 
Only functions are described here which are relevant 

for the results.  

Test random ring – Here the memory is initialized 

randomly. Then a copy of the memory is created. Now 

alternately a step is made and then the current memory 

is compared with the generated copy. If both are equal, 

the number of steps corresponds to the ring size. If a 

limit is exceeded, the number of steps is reset, and the 

copy of the memory is replaced by a copy of the 

current memory. Now the test is repeated. If a ring is 

detected this time, this means that there must be a 

lasso. If the limit value is also exceeded here, this is 

repeated, again. If this also fails, the output is out of 
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range. The limit used is 100,000 for FractalAnt and 

1,000,000 for all other models. 

Test random invert – This test is based on a randomly 

initialized memory. A copy of the initial memory is 

created, and the number of steps must be specified. 

That many steps are executed accordingly. Now the 

model is inverted and then the same number of steps 

is performed again. If the memory now contains the 

same values as the copy, the inversion was successful. 

Test full – This test builds on test random invert and 

test random ring. How often both tests should be 

performed has to be specified. 1 test random ring is 

performed, and 5 tests random invert are run with the 

step numbers 10, 100, 1,000, 10,000 and 100,000 

per repetition. The results are summarized and 

counted, average values are calculated and a list with 

ring and lasso sizes and the number of their occurrence 

is output. 

Create test file – This function creates a test file which 

can be analyzed by the NIST-Statistical-Test-Suite. 

Thereby the memory of the model is initialized 

randomly. The memory is randomly initialized, like a 

seed. Then a fixed number of steps is performed, and 

the current memory is added to the sequence list. This 

is repeated several times, based on the number of 

repetitions specified. The number of steps per iteration 

is equal to the number of memory cells times the 

number of possible different symbols times 16. Only 

in case of FractalAnt the number of steps per Iteration 

is equal to the number of memory cells times the 

number of possible different symbols divided by 16. 

Finally, the sequence list is exported as testdata.txt 

and the number of sequences as well as the length of a 

sequence is output. 

V. Statistical test suite 
A statistical test suite for random and pseudo-random 

number generators for cryptographic applications by 

the national institute of standards and technology 

(NIST) is used. All 15 tests used are shown in Fig. 3. 

For further information, please refer to the related 

paper [3]. 

 

Fig. 3: All tests of the statistical test suite 

Source: Output generated by the statistical test suite 

VI. Results 
It is essential that the models Ant2D, Ant2DMC, 

Ant3D, Ant and FractalAnt produce rings only. 

Whereas Ant2DConv and AntConv produce rings and 

lassos. For this it is determined that each state which 

does not belong to a ring meets a ring after a finite 

number of steps. In addition, all models of which 

every possible state belongs to a ring are invertible in 

all cases. Because the ring sizes become larger on 

average with the increase of the memory size and 

exceed the measurable range early, this property is 

helpful. 

The amount of information stored in a memory cell 

increases when the number of dimensions or for 

Ant2DMC the number of different colors is increased. 

The larger the memory, the lower the probability that 

the theoretical minimum ring size will occur. If the 

number of dimensions is increased, the average ring 

size increases so quickly that no or hardly any 

measured values are available for all variants of Ant 

and Ant3D that have larger memories than 2 · 2 · 2. 

This means that no rings smaller than 1 million steps 

were found. Because the inversion was possible there 

in all cases, it can be assumed nevertheless that a ring 

formation is present. For Ant2DMC it was found that 

all generated ring sizes are multiples of the number of 

different colors. Odd ring sizes can also be generated 

there. The number of 1s and 0s in the color set should 

be about the same, because otherwise much more 

steps are needed to visit each cell of the memory. Ring 

sizes of Ant2DConv and AntConv can be all the same 

size in rare cases. Generated rings are much smaller 

there, at least for very small history memories. For Ant 

with higher dimensional memory, it is assumed that 

the theoretical minimum ring size cannot occur at all. 

For example, if Ant with a 9-dimensional memory is 

used, this means that each memory cell contained in a 

ring must be visited at least 16 times, going in up to 

16 different directions from each memory cell. The 

probability that under this condition a minimal ring is 

created, runs towards 0. 

The models used for the following results all have 

large memories, some much larger than those used for 

the previous investigations. About the pseudo-

randomness results, it is also shown that all tested 

models generated rings only in which all memory cells 

were regularly visited. All tested models generate a 
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pseudo-random state in memory on an initial memory 

with 0s only after enough steps as shown in Fig. 4. 

Theoretically, ordered states can also occur in the 

memory in very rare cases, which happens, for 

example, when a memory consisting only of 0s arises 

again from a pseudo-random state, which was 

simulated and shown by inverting the step-function. 

However, this was never seen without artificial help. 

All models passed all tests, with the Ant-models with 

dimensions 5 and 9 showing the best results, followed 

very closely by all other models. Therefore, the Ant-

model with 5 dimensions of size 4 and 8 different 

possible symbols per memory cell was chosen for 

further testing. Again, it was determined that all tests 

passed. Only the results of the test on linear 

complexity and a few of the results of tests on non-

overlapping templates are on the borderline between 

randomness and non-randomness. However, this 

seems to be because the sequence length is now much 

shorter. Whereas in the early tests all sequences were 

longer than 65,000 bits, here theses are only 3,072 

bits per sequence. To validate the results, the data.pi 

file, which is delivered with the test suite, was also 

examined. This contains pseudo-random data, which 

was generated using Pi. There the same test results 

were found. Therefore, a pseudo-random behavior is 

assumed for all tested models. Here it must be said, 

however, that the passing of all tests does not 

necessarily mean that it is a matter of pseudo-

randomness. However, if not all tests are passed, 

pseudo-randomness can be excluded. 

 
Fig. 4: Ant on a 2-dimensional 80 · 80 all-zero 

memory after 1,000,000 steps where 1 is white and 

0 is black 

VII. Conclusion 
If a model can produce rings that are smaller than the 

number of memory cells, it is unsuitable for use as a 

PRG. In general, rings should be as large as possible 

so that as many different values as possible can be 

generated from one seed. Ant2D and Ant2DConv are 

not recommended due to too small possible ring sizes. 

The models Ant2DConv and AntConv are not 

invertible in all cases. This also means that the ring 

sizes produced will be smaller, the number of rings 

will be fewer, or both. No rules have been found to 

predict under which conditions convolution increases, 

decreases, or unifies ring sizes. In general, smaller 

dimensions are more susceptible to too small possible 

ring sizes. FractalAnt is based on splitting the 

dimensions to subspaces. Because therefore the 

number of dimensions is reduced, only very high 

numbers of dimensions are interesting. A fractal ant 

colony is theoretically distributable to several cores. 

Ant2DMC has shown that a sensibly chosen color set 

can increase the generated ring sizes. In principle, the 

color set should be a random sequence with 

approximately the same number of 0s and 1s. Ant has 

shown behavior with higher numbers of dimensions, 

such as 5 or 9, that is suitable for pseudo-random 

generators. Ant is currently not yet suitable as a 

symmetric block cipher, because there is the problem 

that sufficiently large keys of at least 128 bits would 

lead to unfeasible computation times. The minimum 

number of steps required for pseudo-random changes 

of the memory varies depending on the model. For 

more information, the source code and an explainer 

video are available [5]. 

VIII. Recommendation 
The Ant-model is recommended for further 

investigation. Its suitability as a PRG was determined 

with reservations. An extension of Ant based on 

variable color sets is recommended if use as a block 

cipher is planned. The further investigation of 

Langton's ant in combination with discrete 

convolution is not target-oriented. A fractal ant colony 

is not interesting at present but will be in the future as 

the amount of data used increases.  
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