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Cyber warfare and state-backed cyber-attacks pose an | Alook at cyber insurers
international challenge * Uncertainty on the part of cyber insurers due to the lack of
adjudication on the topic of war

Lack of data and clear definitions complicate possible
insurance solutions and the growth of the cyber market*
Concerns about the exclusion of losses due to cyber war
and state-sponsored cyber attacks

* More than 700 verified, state-backed cyber-attacks have been
carried out since 2005’ |

* The presumably state-sponsored ‘NotPetya’ cyber-attack
resulted in approx. USD 10 billion in damage?

* The ‘Stuxnet’ cyber weapon destroyed approx. 1,000
centrifuges of the Iranian nuclear-enrichment programme?
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List of questions

Problems with the war exclusion?
Difference between traditional and cyber
warfare?
« Rejection of claims?
* Has the claims landscape changed?
» Are there ways to insure against the

risks of cyber warfare?

m |[nsurance Broker @ Primary Insurer = Reinsurer
Problems with the war exclusion Difference between traditional and
* Lack of clear definition and adjudications cyber warfare
* Origin of the clause does not take cyber risks into account - Different views among respondents
* Burden of proof + Common features - Damage to and destabilisation of a
* LLMA clauses are considered critically but are an country
important step + Three clear differences were identified

No rejection of claims

Change in the claims landscape? Possible solutions for insurability (future)

* Mixed distribution + Risk pooling

+ Industry is more lucrative than SMEs + ILS

« |Increase in critical infrastructure + Elements of different contract constellations are conceivable
+ Deployment of resources for Ukraine / Russia conflict
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Due to their unpredictable nature and sweeping impacts make cyber risks, including
cyber warfare and state-sponsored cyber-attacks, present a considerable challenge
to many areas of our daily lives. In today’s connected world, the threat of cyber risk
is omnipresent. Cyber warfare and state-sponsored cyber-attacks are of particular
concern, as they are initiated or supported by governments or state actors. Often, the
purpose of such attacks is to compromise critical infrastructure, government systems,
businesses, or citizens’ privacy. The impacts can be devastating. They range from
financial losses for businesses to theft of intellectual property, disruptions of public
order and threats to national security. Critical infrastructure such as power grids,
telecommunications systems and transport systems can be vulnerable to such
attacks, as their functioning is closely intertwined with digital networks.

According to estimates by the Cyber Operations Tracker database of the Council on
Foreign Relations, at least 700 verified state-sponsored cyber-attacks have been
carried out since 2005 (CFR, 2022). The impact of the allegedly state-sponsored
cyber-attack known as ‘NotPetya’ was among the most severe to date (Ferland,
2019). This data-destroying malware infected computers at hundreds of firms around
the world and led to an estimated $10 billion in loss. In 2010, a computer virus known
as ‘Stuxnet’ led to the destruction of more than 1,000 Iranian centrifuges and
hampered Iran’s programme of uranium enrichment. One of the earliest deployments



of a suspected cyber weapon in a state-sponsored attack, Stuxnet demonstrated the
real consequences of such attacks (Nye 2017).

Where insurers are concerned, the war-exclusion clause seeks to exclude such risks
from insurance cover. The reasons for this lie in the cumulation of risks and the
impossibility of quantifying the scope of damage in the event of a loss. Nevertheless,
there are further challenges in relation to the clause and the insurance sector. The
lack of adjudications around the clause means uncertainty for insurers and insured
alike. A lack of data and clear definitions also hinders the development of possible
insurance solutions and the growth of a sustainable cyber market.

The war-exclusion clauses cannot, however, serve as a definitive indication of how
cyber insurers view and approach the risks associated with of cyber war. Given the
dynamic nature of cyber threats, there is still a need for more research to fill
knowledge gaps and put possible knowledge into practice.

To gain some insight into how the insurance sector views cyber-war risks, semi-
structured interviews were conducted with 22 representatives of the insurance
industry. With a direct bearing on the value chain, interviews were conducted with
people in primary insurance, reinsurance, and the insurance-brokerage sector.
Respondents were contacted either directly or via the Cyber Expert Group of the
Association of Insurance Managers [Vereinigung der Versicherungsbetriebswirte].
Where interview requests were accepted, 48 hours prior to the interview,
respondents received a memo to read that outlined the course of the interview, the
topics that would be covered, and the obligations involved. The interviews were
conducted using the Microsoft Teams or Zoom software; the industry experts had
granted their consent to recording. Roughly 72 hours after the interview, a draft of
the interview notes was sent to the experts for their review and for comments that
could be added, modified, or deleted prior to signature. Once the raw material had
been released, it was coded using MAXQDA and summarised at the end.

The interview consisted of five questions that interviewees were free to answer or
not. The questions were as follows:

e What problems do you see in excluding war from cyber insurance?
¢ Are there any distinctions between traditional and cyber warfare?

e Have any claims already been rejected due to the Ukraine / Russia conflict, or
are you aware of any?

e Has there been a change in the claim landscape as a result of the conflict?

¢ Do you see any opportunities or solutions for insuring oneself against the risks
of cyber warfare?



The summarised answers are now presented below. It should be noted, however,
that not every question had a clear or comprehensive answer. The complexity and
diversity of responses around the risks of cyber warfare can only be roughly
presented in the context of this article.

Where the problems of excluding war are concerned, it was noted that there is
currently a lack of clear adjudications by the authorities; many also observed that the
origins of the clause predated cyber risks. Added to this is the burden of proof
involved, which remains with the insurer. During the talks, it was also pointed out that
the LLMA clause is viewed critically. However, it is considered important for a careful
review, with possible adjustments made, to meet the current threats and challenges
in the field of cyber warfare and state-backed cyber-attacks.

A diversity of views was expressed in response to the second question, but this only
underscores that this topic is very abstract. During the conversations, it emerged that
the differences involve the type of attack, its visibility, and its impacts. It becomes
clear that cyber risks constitute a complex and multi-layered problem that requires a
differentiated view.

All interviewees replied clearly in the negative when asked if damages had already
been rejected due to the war clause. This shows that survey participants are not
aware of any cases in which claims have been rejected as a result of the conflict.
Further investigation of possible claims also failed to produce new findings in this
connection.

There were a range of responses to the penultimate interview question, with the most
significant responses briefly listed here. The question asked whether the claims
landscape had changed since the war. It was noted that larger industrial companies
were more often viewed as a more attractive target than SMEs, and that attacks on
critical infrastructure had increased. These attacks were usually not, however,
committed at the same scale seen in the past. Most respondents thought that
resources were being used mainly for the war effort.

Regarding the final question, many respondents agreed that the risk of cyber war is
not insurable at this time, as a suitable calculation is simply not possible appropriately
and cumulative risk it represents is too high. They were slightly optimistic, however,
that sufficient data could be collected over the years to map a suitable modulation.

This report is a summary of the presentation on 16.06.2023.

Discussion

e Were there any similarities or differences in the three groups of interviewees’
responses to the questions?



Generally speaking, it could be said that the insurance brokers were more likely
to respond to the questions from the customers’ point of view. Primary insurers
and reinsurers usually answered the questions from the point of view of the risk
involved. One feature common to all interviewees was that they currently viewed
the war-exclusion clause as problematic.

¢ Are there possible incentives for companies to improve their cybersecurity in the
context of cyber insurance?

To begin with, robust cybersecurity protects companies from financial losses that
can result from cyber-attacks and data loss. By protecting their IT systems,
sensitive data and customer information, firms can prevent costly business
interruptions and avoid recovery costs and litigation. Robust cybersecurity also
makes it possible for businesses to operate without interruption. Organisations
that are protected against cyber-attacks can ensure smooth operations, provide
products and services without interruption and maintain their customers’ trust.

Improved cybersecurity offers companies a variety of incentives in the context of
cyber insurance. These incentives include reductions in premiums for firms with
a proven track record of implementing solid security measures. Strong
cybersecurity also provides access to higher insurance amounts and improved
insurance terms and conditions. Companies with good cybersecurity can also
benefit from accelerated claims settlement while gaining the confidence of
insurers, which can lead to tailor-made insurance solutions. All in all, improved
cybersecurity can not only reduce the risk of cyber-attacks but can also positively
affect insurance premiums, claims settlement and insurer confidence.
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