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The frequency and financial impact of cyber damage is increasing from year to year.
According to an estimate by Maleks Smith, Lostri, and Lewis (2020), the cost of
cybercrime in 2020 stands at around USD 1 trillion. This is estimated to represent a
50% increase over 2018. Similar increases and financial losses, valued at EUR 223
billion, have been identified relative to Germany (Bitkom, 2021).

In 2018, Lloyds of London used scenario-based models to draw up an estimate of
the magnitude of the size of the insurance gap with respect to cyber risks. They
determined that the insurance gap stands at approximately 90%. The term describes
the difference between the insurance cover that is economically required and the
insurance cover actually purchased (Schanz, 2018).

On the demand side, cyber insurance plays a rather minor role among policyholders.
For example, the share of cyber insurance premium in the US was less than 1% of
the total premium of all classes of insurance (Insurance Institute, 2021; FitchRatings,
2021). Along with low demand for cyber insurance products, another problem with
cyber insurance is the understanding of insurance cover. A study by A.M. Best (2018)
found that only 28.4% of all claims submitted were insured at all.

As the statements made above show, companies either do not know or are unaware
of their own cyber risks. Companies that already have cyber insurance also often
have difficulties understanding this insurance cover (OECD, 2020). This is why the
insurance cover of cyber conditions was analysed in greater detail, with the results
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obtained projected onto cyber claims in an effort to gain a better sense of the
relationships involved.

This research considers German cyber insurers that offer cyber protection for small
and medium-sized enterprises (SMEs). This research considers only the exclusions
of cyber insurance policies. Additional, extendible inclusions, perhaps available
subject to payment, were not considered. As a basis for this research, a data set
based on BaFin information was created. This data set contains all of the insurers
subject to BaFin supervision. The initial number of insurers in this data set was 1303.
As a next step, these were checked for relevance to the research analysis. In
Germany, cyber insurers belong to the non-life and accident insurers’ line. The first
segmentation step excludes all insurers not included among the ranks of non-life and
accident insurers. This reduced the number of relevant insurers to 694. The research
then excluded all of the insurers that act as direct subsidiaries. In the last step, the
remaining insurers were examined in an effort to determine whether or not they offer
cyber insurance. This segmentation reduced the number of insurers to 50. Among
these cyber insurers, a review was conducted to determine whether the insurance
conditions were publicly available on the website or via e-mail request. This identified
41 cyber insurance conditions that offer cyber insurance for SMEs. These were then
summarised in a data set and prepared for analysis.

The research method chosen was the inductive qualitative content analysis
according to Mayring, where exclusions of insurance cover derive directly from the
text material of the data set (Mayring, 2015). In an effort to reduce the complexity of
the qualitative data material, the text segments were coded manually as a first step.
This process checked the data material for relevant text segments. These text
segments included language such as ‘exclusion’, ‘uninsured risks’ and ‘are deemed
uninsured’. The text segments thus obtained formed the basis for descriptive codes
and their inductive categorisation. To test the codes and categories for robustness,
a check of approx. 30% of the entire coded text material was performed. With a
positive result of this check, the remaining data material was coded. The final
categories and a summary description of each were then drawn up.

This analysis identified 15 exclusions and their frequencies in the cyber conditions.
These results can already help companies gain a sense of what might not be included
under cyber insurance. The descriptions also afford an information base that
contributes to a better grasp of insurance cover or exclusions.

Analysis of the results found that the cyber conditions contain only small beginnings
of standardised conditions. Hence, while some cyber insurers based their policies on
the model conditions of the Gesamtverband der Deutschen Versicherungswirtschaft
e.V. (German Insurance Association), they reworded and modified them in various
places. A further finding is the lack of uniform definitions. The wording proved
imprecise and often left room for interpretation.
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The results were also projected onto cyber scenarios of the Advisen Cyber Loss
database (Advisen, 2022). In this context, it turned out that many exclusions correlate
strongly with each other and with some scenarios as well. In combination, some cyber
scenarios also present cumulative risks. For example, the exclusion of war or of
infrastructure failure can pose great financial damage to companies, regardless of
sector and geographical location. From cyber insurers’ point of view, these
exclusions are currently justified, as further data and experience are needed to relax
the exclusions (Cremer et al., 2022).

Still, the advance of digitalisation will call for solutions to relax limitations on insurance
cover, as a significant share of our private and economic lives occur in the digital
space. This makes it all the more important for policymakers to take a greater role in
cybersecurity as part of the effort to protect these values. This also includes the
obligation for companies to work on their own to achieve adequate cybersecurity.

Discussion

¢ What exclusions were identified, and how frequently do they occur?

The exclusions mentioned in the poster represent only an excerpt. The categories
of exclusions and their frequencies are determined as follows:

War, terror and political hazards (97.5%)
Intentional or reckless acts (95%)
Infrastructure failure (92.5%)

Hardware, software and data (87.5%)
Intellectual property and trade secrets (87.5%)
Penalties and fines (85%)

Financial assets (82.5%)

Affiliates (80%)

Assumption of liability (80%)

Nuclear energy (77.5%)

Losses caused by cyber criminals (57.5%)
Non-insurable sectors / activities (562.5%)
Vehicles (50%)

Force majeure (37.5%)

Personal injury and property damage (35%)

0O O 0O OO0 00O O 0o o o o o o



In this context, it warrants repeating that some exclusions can certainly be
included in insurance in exchange for payment of an additional premium. This is
not the case for all exclusions, however. This research considered all exclusions
for the sake of clarity and completeness.

e Should companies independently set provisions aside for uninsured cyber
losses?

Independent formation of provisions entails the risk that the provisions formed
might not suffice in the event of a loss. In the context of prevention, the company
should establish appropriate cybersecurity and review this at regular intervals to
ascertain whether the steps taken are all still up to date. Employees should also
receive continuous training, with learning checked using practical exercises, e.g.
via test phishing e-mails during work.

e A heretical question: Does insurance like this, with these exclusions, even make
sense?

Cyber insurance makes sense, because even smaller companies can no longer
manage without appropriate IT and computers as digitalisation continues to
advance. Against this backdrop, it is noted that the more a company depends on
technology, the greater the financial impact of cyber risks can be. Even if the
exclusions for companies seem somewhat extensive, in this context it is important
to recall that cyber insurance is not just property insurance but can also be
invoked in the event of liability claims. As part of the assistance services, it also
aids policyholders in the event of a claim.

Please contact Frank Cremer (frank.cremer@th-koeln.de) with any questions or
comments.
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